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Abstract

n the digital era, youth empowerment in cyber intelligence has become a critical

factor in strengthening national security. The rapid growth of cyber threats

targeting state institutions, including the judiciary, highlights the need to integrate
technologically skilled youths into intelligence and security frameworks. This study
investigates the role of youth empowerment in cyber intelligence and its implications
for national security, with a specific focus on the E-Affidavit Department of the Federal
High Court, Kaduna. The E-Affidavit system, which digitalizes affidavit processes, has
improved efficiency and transparency but also exposed the judiciary to new forms of
cyber risks such as data manipulation, unauthorized access, and digital fraud.
Anchored on Routine Activity Theory and Social Responsibility Theory, the study
adopts a mixed-methods approach, combining surveys of court staff and young ICT
professionals with key informant interviews from security experts and legal
practitioners. Findings indicate that empowering youths with digital skills in cyber
intelligence not only enhances the security of judicial systems but also contributes to
broader national security objectives by building resilience against cybercrime. The
research underscores the importance of partnerships between government institutions,
the judiciary, and youth development agencies in creating a sustainable pipeline of
cyber-intelligence professionals. Policy recommendations include strengthening
digital literacy programs, integrating youth cyber volunteers in judicial ICT systems,
and adopting proactive cybersecurity frameworks. The study contributes to the
discourse on digital justice, cyber intelligence, and youth inclusion in Nigeria's security
architecture.
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Background of the Study

The protection of youth empowerment and national security has been a major concern of
countries all over the world especially since the end of World War II. The concern was
heightened after the 9/11 attack in the United States of America. Threats to youth
empowerment and national security vary from country to country and are both internal and
external in nature and character. Therefore, different countries have accepted different
strategies to achieve great peace, youth empowerment and security for their citizens. Nigeria,
like many other countries of the world, had had her fair share of youth empowerment and
security challenges since independence in 1960 (Osakwe, 2013). In whatever form the threats
or challenges to youth empowerment and national security obvious in a country the youths, no
doubt, play pivotal and crucial roles in the process. Indeed, more than 70 percent of the foot-
soldiers in every crisis situation are very often youths.

In Nigeria, the figure could even be well above 70 percent. It is, perhaps, for this reason,
Kalagbor (2020) observed that youth empowerment and national security issues and
challenges constitute critical concerns to governments the world over, including Nigeria. He
contended that the more youths are empowered the less national security would be threatened.

In today's interconnected world, cyber threats have emerged as one of the most pressing
challenges to global security, affecting individuals, organizations, and governments alike. As
the digital revolution continues to reshape how societies operate, malicious cyber
activities—such as hacking, identity theft, ransomware attacks, data breaches, and phishing
scams have become increasingly sophisticated and frequent. These threats exploit
vulnerabilities in digital systems, aiming to compromise sensitive data, disrupt critical
services, and cause widespread economic, political, and social harm. Unlike traditional
security threats, cyber threats are borderless, fast-moving, and often difficult to trace, making
them uniquely dangerous in the modern era. Governments and institutions worldwide are
realizing that national security is no longer confined to physical boundaries.

The rise in cybercrime and state-sponsored cyber espionage has exposed the fragility of
national infrastructures—ranging from finance and healthcare to defense and the legal
system—emphasizing the urgent need for comprehensive cybersecurity measures. As such,
cybersecurity has become a cornerstone of national defense strategies, with growing emphasis
on prevention, rapid detection, and coordinated response mechanisms. Against this global
backdrop, cyber threats have become increasingly complex and pervasive, posing significant
risks to national security systems. Hacking, identity theft, ransomware, and phishing all
threaten sensitive information and essential systems, affecting both the public and private
sectors. Because cyber threats transcend borders and evolve rapidly, they require a proactive,
collaborative approach to mitigation and management. In many developing countries,
including Nigeria, these threats are especially concerning. Nigeria, as a leading force in
Africa's economic and digital evolution, faces unique challenges in combating cybercrime.
The country's ongoing digital transformation, combined with increased connectivity, has
opened new avenues for innovation—but also created new vulnerabilities. Critical
infrastructures, public trust, and sensitive data are increasingly at risk of exploitation by

IJSRESSD | page 102



malicious actors. High-profile cyberattacks can disrupt national operations, damage
reputations, and cause long-lasting social and economic consequences. This growing risk
underscores the need for resilient and adaptive cybersecurity frameworks, particularly within
governmental institutions. There is an urgent need for skilled cybersecurity professionals
capable of responding to emerging threats swiftly and effectively. Importantly, this need aligns
with a broader national objective: to harness the creativity, energy, and digital fluency of
Nigeria's youth to drive both security and development goals.

One strategic entry point for integrating youth into cybersecurity efforts is the Federal High
Court's E-Affidavit Department, which handles the secure digital processing of legal
affidavits. This department plays a pivotal role in ensuring the integrity, confidentiality, and
availability of legal documents in digital format. As legal processes become digitized to
promote efficiency, transparency, and accessibility, they also face increasing exposure to cyber
risks such as unauthorized access, data breaches, and service disruptions. Attacks on such
systems can erode public trust, compromise judicial integrity, and threaten the rule of law.

Given the growing complexity of cyber threats targeting legal and governmental platforms,
empowering youth—particularly those with ICT and cyber intelligence skills—becomes an
effective and strategic solution. Nigeria's youth population is technologically adept,
innovative, and capable of contributing meaningfully to national cybersecurity goals. Their
involvement in digital security roles within institutions like the E-Affidavit Department can
help enhance resilience, improve incident response, and support the evolution of more secure
digital governance frameworks.

This research, therefore, seeks to explore how the empowerment and integration of youth in
cyber intelligence roles can reinforce Nigeria's cybersecurity infrastructure, with specific focus
on the Federal High Court's E-Affidavit Department. By examining this case, the study
highlights the potential of youth-led cybersecurity initiatives to enhance national security and
lays the groundwork for policy reforms aimed at institutionalizing youth participation in
digital defense. Ultimately, this study argues that youth involvement in cybersecurity is not
merely a tactical response to contemporary challenges but a strategic investment in Nigeria's
future, ensuring national resilience in the face of evolving digital threats.

Statement of the Problem

The digital transformation of judicial processes in Nigeria, particularly through innovations
such as the E-Affidavit Department of the Federal High Court, Kaduna, has improved
efficiency, transparency, and accessibility of justice delivery. However, the adoption of digital
platforms has simultaneously exposed the judiciary such as hacking, data breaches, digital
fraud, and unauthorized manipulation of court records. These vulnerabilities not only
undermine the credibility of the judiciary but also pose significant risks to national security, as
judicial systems are central to governance, justice, and the rule of law.

While Nigeria has a growing youth population with strong potential in technology and digital
innovation, this demographic remains underutilized in formal cybersecurity and intelligence
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frameworks. Many youths with ICT skills are either unemployed, underemployed, or diverted
into cybercrime rather than being productively engaged in safeguarding national institutions.
This situation reflects a critical gap between youth empowerment initiatives and the strategic
needs of national security, particularly in sensitive sectors such as the judiciary. Despite
policies promoting digital justice and cybersecurity, limited integration of youths into cyber
intelligence structures has left the E-Affidavit Department and similar judicial innovations
vulnerable to exploitation. Without deliberate efforts to empower and engage youths in cyber
intelligence, the judiciary's digital reforms risk becoming counterproductive—facilitating new
avenues of fraud rather than strengthening judicial integrity.

Thus, the central problem is the inadequate empowerment and involvement of youths in cyber
intelligence, which weakens the resilience of judicial digital systems and undermines Nigeria's
broader national security objectives. Despite the increasing focus on cybersecurity in Nigeria,
there is a lack of empirical research regarding the engagement and empowerment of youth in
cyber intelligence roles within formal institutions. While Nigeria has made significant strides
in digital governance, its capacity to secure digital systems remains inadequate, partly due to a
shortage of skilled cybersecurity professionals. This gap is particularly evident in critical
government institutions like the Federal High Court's E-Affidavit Department. Most current
studies highlight the general potential of youth to address cyber threats but do not explore how
they can be systematically integrated into government frameworks. The Federal High Court's
E-Affidavit Department, a crucial component of Nigeria's digital governance system,
encounters various challenges in recruiting and training qualified personnel. These challenges
are intensified by the absence of targeted policies and strategies for involving youth in
cybersecurity Kalagbor (2020).

Literature Review and Theoretical Framework

This chapter discovers current body of research on Youth Empowerment on Cyber
Intelligence and National Security: A Study of E-Affidavit Department of the Federal High
Court, Kaduna A comprehensive understanding of existing outlines and best practices are
explained and studied for developing a tailored approach to cyber threat assessment within the
federal high court. This chapter examines existing literature on youth involvement in cyber
intelligence and national security, particularly in Nigeria. It emphasizes important themes
such as the role of education and training in equipping youth for cybersecurity positions,
obstacles to their participation, and the necessity of engagement from both government and
private sectors. Additionally, it reviews international case studies to draw comparative insights
on successful youth integration into cybersecurity roles. By critically analyzing these themes,
the chapter aims to establish a robust understanding of the current state of youth involvement
in cybersecurity and provide a foundation for addressing gaps in practice and policy.

Cyber Intelligence

Numerous studies reveal the unrealized potential of youth in tackling emerging cyber threats.
Smith (2021) suggests that young individuals, especially those proficient in information and
communication technology (ICT), have the skills needed to address digital security issues.
However, these youths often encounter institutional obstacles that restrict their contributions
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to cybersecurity initiatives. Institutional constraints, such as lack of access to resources and
exclusion from decision-making processes, diminish their capacity to contribute meaningfully.
Okeke (2022) highlights that Nigeria's National Cybersecurity Strategy (2019) promotes
capacity-building but lacks a specific focus on youth inclusion. This omission could
undermine efforts to effectively counter cybercrime and other digital threats, as young
individuals remain a largely untapped resource. Ogunyemi (2024) underscores the
significance of technical education in preparing youth for leadership positions in
cybersecurity. Customized training programs tailored to the unique needs of young
professionals can help bridge the skills gap and align their capabilities with the requirements of
national security agencies.

Whois Youth

There are different descriptions and definitions of who the youth is by different states,
organizations and scholars that it is difficult to categorically assert the meaning of the concept
youth. However, there is a consensus among scholars that the youths are the leaders of
tomorrow and this belief propels countries across the world to pay serious attention to youth
development programmes (Okolie, 2010, Mbachu and Alake, 2016 and Gonyok, 2016). For
instance, the United Nations Education Scientific and Cultural Organization (UNESCO) in
2016, asserted that the term youth is best understood as a period of transition from the
dependence of childhood to adulthood's independence and awareness of our interdependence
as member of a community. In line with the view that youths are transmitting from the period
of dependence to independence, the United Nations Organization (UNQO), for statistical
consistency across regions, defines youth as those persons between the ages of 15 and 24 years,
and this view is without prejudice to other definitions by member states. Similarly, the
National Population Commission officially defines a youth or young adult as persons between
the ages of 18 and 24 years (NPC, 2002). The National Population Commission further
describes the defining characteristics of the youth as follows:

Youth Empowerment

Empowerment means the granting of political, social or economic power to an individual or
group. It is also the process of supporting a person or persons to discover and claim personal
power. According to Page and Czuba (1999), empowerment is a multi-dimensional social
process that helps people gain control over their own lives. Fundamentally, it is a process that
fosters power in people for use in their own lives, communities and society, by acting on issues
they define as important. Mechanic (1991) asserts that empowerment may be seen as “a
process where individuals lean to see a closer correspondence between their goals and a sense
of how to achieve them, and a relationship between their efforts and life outcomes.”
Furthermore, the Cornell Empowerment Group in 1989, adopting a “person-environment
interaction” approach, defines empowerment as “an intentional, ongoing process centered in
the local community involving mutual respect critical reflection, caring and group
participation, through which people lacking an equal share of valued resources gain greater
access to and control over those resources”.
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what is evident from the above definitions is that for a person, persons or organizations to be
said to have been empowered they must have the capacity to take charge of their day-to-day
living. As Zimmerman (1995, 2000) and Rappaport (1981) put it “empowerment is both a
value orientation for working in the community and a theoretical model for understanding the
process and consequences of efforts to exert control and influence over decisions that affect
one's life, organizational functioning and the quality of community life”. To Zimmerman, the
value orientation element of empowerment put in place or sets goals, aims, and plan of actions
geared towards achieving change, while the theoretical element of empowerment presents the
principles and framework for organizing individuals' knowledge and understanding of
empowerment processes. Indeed, for empowerment schemes to be successful, empowerment
programmes and projects are expected to help the target groups gain access to resources and
aid essentially in the understanding of the politico-socio-economic environment within which
such programmes and projects are implemented. Without such access to resources and
understanding of the politico-socio-economic milieu the target groups would not be able to
contribute meaningfully to the overall development of the society. Zimmerman (2000) posits
that an empowerment effort should go beyond ameliorating the negative aspects of a situation,
but search for those that are positive, thereby achieving wellness of the situation rather than
merely fixing problems. To him, an empowerment approach that would enhance wellness
should identify strength instead of documenting risk factors, as well as seek for environmental
influences instead of blaming victims; such is an attribute of a well-designed empowerment
scheme

Natural Security

Security of lives and property is the primary responsibility of any responsible and responsive
government. As such, most governments take issues of security with all the seriousness it
deserves. Security means the state of being free from danger or threat. It is the degree of
resistance to or protection from harm. It applies to any vulnerable or valuable asset, such as a
person, dwelling, community, etc. There is no single universally accepted definition of what
constitutes national security. The variety of definitions provides an overview of the many
usages of the concept. The concept, national security, still remains seemingly ambiguous,
having originated from simpler definitions which initially emphasized freedom from military
threat and political coercion to later increase in sophistication and include other forms of non-
military security as suited the circumstance of the time (Romm, 1993 and Paleri, 2008). In its
contemporary usage, national security refers to the protection of a nation from attack or other
danger by holding adequate armed forces and guarding state secrets as well as developing the
capacities of the citizenry so as to make them patriotic and hold true allegiance to a nation's
course.

More specifically, Iredia (2011) defined national security as the ability of a state to overcome
any of its challenges no matter what the challenges are. While Dokubo in Asuquo (2013) sees
it as the ability of nations to prevent all forms of threats to their survival, ranging from external
aggression to threats of economic, political and environmental insecurities while grappling
with the challenges of nation-building and good governance.
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According to Holmes (2015), national security is the safe-keeping of the nation as a whole,
which has as its highest business the protection of the nation and its people from attack and
other external dangers by maintaining armed forces and guarding state secrets. In this regard,
national security relates only to those activities which are directly concerned with the nation's
safety, as distinguished from the general welfare. However, as the US Legal (2016) noted, the
concept national security encompasses within its economic security, monetary security,
military security, political security and security of energy and natural resources. Obviously,
national security definitions have gone beyond military defense of a country against a military
enemy (Thom-Otuya, 2020). Thom-Otuya, further posits that national security has also gone
beyond the aggregation of the activities of security agencies, but rather it now involves issues
of human welfare and national development. It is important to stress that in its broad
consideration, it affects not only defense policy, but foreign and other policies as well.
Essentially, national security policy is expected to be far reaching, covering a variety of policies
and projections such as political, social, diplomatic, welfare, economic, military, etc. Hence,
Thom-Otuya (2020) asserts that national security should integrate or focus on the security of
the individual that is “human security”. Human security approach is concerned with the
security of human beings from fear and want. Proponents of the human security approach
agree that the individual.

Nature of Youth Empowerment in Nigeria

The Nigerian National Youth Policy (2009) defines youths as those between the ages of 18 and
35 years. The 2016 projected figure of population of the youths was put at 61,306,413, which
represents 31.7 percent of the total population, which was put at 193,392,517 (NPC, 2021). As
earlier noted, the youths are the most active segment of society. However, in Nigeria, there are
no deliberate, empirically-based and systematically designed empowerment programmes and
policies aimed at making the youths actively useful to themselves and contribute meaningfully
to national security and development. Nigerian youths face tremendous challenges of poverty,
diseases such as STDs and HIV/AIDs, unemployment, marginalization and exclusion in the
political economy (Jega, 2023). Youth empowerment policies and programmes are
haphazardly conceived, designed and implemented, most often, to the exclusion of the
youths, the major beneficiaries and stakeholders.

All these programmes/strategies have not yielded the desired outcomes in making the youths
agents of change in their communities and the nation at large because of the poor and
uncoordinated efforts in implementation. Akande (2021), posits that the major reason for the
failure of these efforts is faulty selection of beneficiaries and trainees for the programmes.
According to him, youths are usually “lumped together as if they are homogenous in terms of
education, skills, capabilities, etc;” when in actual fact, they are very different in their
education, skills, capabilities, experience and willingness to learn. He added that finance, poor
governance and policy implementation, inconsistent policies, unimpressive responses from
would-be trainees and unqualified resource persons handling the training programmes all
contribute to the failure of government youth empowerment programmes in Nigeria.
However, Akande (2016), asserts that the most successful youth empowerment scheme in the
country is the GIS, which offers unemployed graduates the opportunity to undergo a one-year
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internship in firms, banks, government agencies, etc relevant to their disciplines. Attesting to
the success of the scheme, he asserts that there is overwhelming evidence that the GIS has
enhanced participants' job skills, provided them with practical knowledge and improved their
chances of employability. Nonetheless, it is important to state that government empowerment
programmes in Nigeria have not been able to empower or engage a critical mass of the youths
in the country, who are available and ready to be empowered and engaged in some productive
ventures.

Issues of National Security in Nigeria

Nigeria has been exposed to so many issues that threaten her national security. These issues cut
across different facets of the nation's life and the different regions or states of the federation.
Most of the threats to national security come from internal rather than external sources.
Consequently, there is usually huge military presence across the country carrying out one
operation or the other, such as “Operation Lafiya Dole”, “Operation Pulo Shield,”
“Operation Python Dance”, “Operation Crocodile Smile”, “Operation Kunama”, etc. Some
of the national security issues in the country are the Boko Haram insurgency in the North
East, Niger Delta Militancy, Piracy and Oil bunkering in the South-South region. Others
include the Biafra secessionist agitation in the South East, kidnapping across the country,
armed robbery, violent crimes, ethno-religious crises, election-induced violence in different
parts of the country and the recent widespread herdsmen rampage in the Middle Belt, North
Central, South East and some North Eastern states.

Youth Empowerment and National Security

Globally, there is a general belief that youth empowerment is a necessary tool for achieving
real national security. This is particularly true for Nigeria where most of the threats to national
security are internally generated and propelled. To empower the youths means primarily that
an enabling environment must be created for their development and self-actualization as
articulated by the YES model and canvassed by some scholars. The approaches of the
government to youth empowerment and national security are mutually exclusive rather than
being mutually inclusive. In the real sense of it, youth empowerment and national security
policy and programmes should be mutually reinforcing to achieve the desired national security
outcomes. Otuya (2020).

Essentially, the government's approach to the national security challenges, which is the
militarization of the entire country with various military operations mentioned earlier has not
substantially yielded the desired result and, in some cases, worsens the already bad situation.
These operations have continued to gulp huge chunk of the national budget that would have
been deployed to real youth empowerment and development and other critical areas of need.
For instance, Osakwe (2023) disclosed that in the 2012 budget of the Federal Government of
Nigeria a little less than one trillion Naira was budgeted for security. Similarly, the pattern of
budgetary allocation to youth empowerment, development and physical security did not
change much in the 2016 national budget as demonstrated in the table below:
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Education and Skills Development

A major obstacle to youth engagement in cybersecurity is the disconnect between educational
programs and the practical needs of the cybersecurity sector. UNESCO (2021) indicates that
many African nations, including Nigeria, are falling behind in incorporating cybersecurity
into their educational frameworks. This disconnect leaves many young individuals ill-
equipped for the complexities of cybersecurity roles within national institutions. Moreover,
the absence of practical, hands-on learning opportunities exacerbates the skills gap.

Informal educational platforms, such as online courses, cybersecurity boot camps, and
hackathons, are gaining popularity among young Nigerians as viable alternatives to
traditional education. These platforms provide flexible and affordable options for individuals
to acquire digital skills. For instance, organizations like Cybersafe Foundation and other local
initiatives have introduced programs aimed at equipping Nigerian youth with practical
cybersecurity skills. However, these programs often lack formal accreditation, limiting their
recognition by government agencies and formal employers. This creates a paradox where the
youth possess technical skills but face challenges in securing roles within formal structures. To
address this issue, educational institutions need to adopt a multidisciplinary approach to
cybersecurity education, incorporating elements of computer science, law, and ethics into
their curricula. Partnerships between universities and industry players could also facilitate the
development of internship and apprenticeship programs that provide practical exposure to
cybersecurity challenges. By aligning education with the realities of the digital age, Nigeria
can better prepare its youth for leadership roles in national security.

Digitization of Judicial Processes: E-Affidavit and E-Filing in Nigeria

The Nigerian judiciary has moved quickly toward electronic case management, e-filing, and e-
affidavit systems to improve efficiency, access, and transparency. The Federal High Court and
other courts now maintain e-filing portals and practice directions enabling electronic
deposition and verification of affidavits, electronic case management, and online cause
lists—measures that reduce physical contact and speed up litigation but also expand the court's
digital attack surface. These official deployments signal institutional commitment to digital
justice, but they also require commensurate cybersecurity safeguards. Akoda, (2023).

Cyber Threats Facing Judicial Systems

As courts adopt digital platforms (e-filing, e-affidavit, case management, virtual hearings),
they become potential targets for cyberattacks: data breaches, unauthorized access to case
files, manipulation of filings, ransomware, and denial-of-service incidents. Legal practitioners
and policy analysts have warned that rapid digitization without robust security governance
increases risk exposure for sensitive judicial data and undermines public trust. Recent
professional commentaries and law firm briefings emphasize the need for secure design,
verification mechanisms, and forensic readiness as the judiciary expands electronic services.
Okeke, (2022).

Legal and Institutional Cybersecurity Framework in Nigeria
Nigeria's cyber legal framework has broadened in recent years (Cybercrimes Act, data
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protection rules, NITDA guidelines), and practitioners note continuing reforms and guidance
addressing sectoral cybersecurity obligations. Recent reviews of Nigeria's cybersecurity laws
(2024-2025) stress progress but also identify implementation gaps—capacity constraints,
cross-agency coordination issues, and the need for sectoral cybersecurity standards for critical
institutions (including the judiciary). These reforms set a legal context for judicial
cybersecurity, but operationalizing protections at court level remains a challenge. Akoda,
(2023).

Youth, Cyber Intelligence, and National Security: Concepts and Programs

Youth represent a large and digitally fluent segment of Nigeria's population. Several youth-led
and government-partner initiatives now focus on cyber education, volunteering, capacity
building, and integrating young people into the cyber workforce (e.g., Cybersecurity
Education Initiative, Cybersecurity Challenge Nigeria, large-scale youth BPO/cybersecurity
training programs). These programs aim both to supply skilled personnel for the cyber
ecosystem and to divert youth from cybercrime by building employable skills and ethical
practices. Empirical evaluations are still emerging, but program growth indicates policy
interest in leveraging youth as part of national cyber resilience. Okeke, (2022).

Youth Vulnerability, Employment, and the Risk/Opportunity Duality

Scholars and policy reports link youth unemployment and underemployment to both
vulnerability to cyber victimization and, in some cases, participation in cybercrime.
Empowerment through training, apprenticeships, and formal engagements in cyber
intelligence can reduce recourse to illicit online activity and supply the judiciary and security
agencies with much-needed technical capacity. Thus, youth empowerment in cyber
intelligence can function simultaneously as a crime-prevention strategy and a capacity-
building measure for national institutions.

Models of Youth Engagement in Cybersecurity (Volunteerism, BPOs, Public-Private
Partnerships)

Practical models for engaging youth include volunteer cybersecurity corps, BPO and
apprenticeship pathways, university-industry bootcamps, and NGO-led certification drives.
These models have been adopted by Nigerian civil society groups and private partners to
varying scales; recent large initiatives aim to train tens of thousands in BPO and cybersecurity
skills to meet labor market demand and strengthen national resilience. Such models offer
templates for integrating youth into court cybersecurity roles (e.g., internship/volunteer
programs to assist e-affidavit verification, monitoring, and awareness campaigns.

Judiciary-Specific Cybersecurity Needs and Capacity Gaps

Sectoral analyses and court practice notes point to judiciary-specific needs: authentication and
verification of electronic affidavits, chain-of-custody for digital evidence, secure storage of
records, user authentication for e-filing portals, staff training, and continuity planning.
Professional guides emphasize that courts require not only technical controls but also
procedural rules (practice directions), trained personnel, and partnerships with law
enforcement and cyber forensic units to respond to incidents. Case law and practice directions
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introducing e-affidavit processes also call attention to verification and integrity safeguards that
must accompany adoption.

Theoretical Framework

The theoretical basis of this study is grounded in Human Capital Theory (Becker, 1993),
which emphasizes the significance of education and training in enhancing individual
capabilities. This theory underscores the necessity of investing in youth through education to
cultivate the skills needed for successful careers. Human Capital Theory highlights the
economic and social benefits of equipping young individuals with the knowledge and skills
required to address cybersecurity challenges.

Basic Assumption: However, Human Capital Theory should be complemented by
Institutional Theory, which explores the systemic barriers that may restrict youth participation
in formal sectors like cybersecurity. Institutional Theory examines how organizational
structures, policies, and practices create obstacles that prevent youth from accessing
opportunities, even if they possess the requisite skills and qualifications. By integrating both
theories, Relevance of this theory to the research this study aims to investigate not only the
importance of education and training for youth empowerment but also how systemic barriers
within governmental and institutional frameworks can be addressed to promote greater youth
involvement in cybersecurity roles.

Human Security Theory

Human security theory was first conceiving by Mahbub ul Haq in 1994 when he drew
attention to the concept in the United Nations Development Program (UNDP) Human
Development Report. The Theory represents a fundamental shift in the traditional
understanding of security, placing the protection of individuals and communities at its core.
Unlike conventional security paradigms that prioritize state sovereignty and military defense,
human security focuses on safeguarding people from a wide array of threats that impact their
daily lives (Seidensticker, 2002).

These threats extend beyond warfare and encompass economic instability, health crises, food
scarcity, environmental degradation, and violations of political rights (Shahrbanon and
Chenoy, 2004). The main proposition of the theory is that, true security cannot be achieved
without addressing the challenges on the cyber world, this face in their immediate
environments. Central to Human Security Theory is the concept of "freedom from fear" and
"freedom from want." This dual approach emphasizes the need to protect people not only from
physical violence but also from the underlying socio-economic vulnerabilities that can lead to
insecurity (Singh, 2016). For instance, lack of access to effective cyber control could results to
severe national insecurity and also could help in controlling E: Afedavitin Kaduna Addressing
these broader issues will contribute in the national security particularly in the E: Afedavit sin
must Nigerian high court

Research Design

A research design is a critical section of the study, the study portion in drawing for conducting
research in a systematic and logical manner. It incorporates the general plan chosen to mix the
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different apparatuses of a study successfully, confirming that the research problem is
established Furthermore, and the study utilized both qualitative and quantitative approaches
(Mix Method)

Population of the Study

The target population for this research comprised a broad spectrum of actors directly or
indirectly involved in Nigeria's cybersecurity ecosystem, particularly as it relates to national
security and the E-Affidavit Department of the Federal High Court, Kaduna. This population
included are 179 individuals deriving from the total population of the selected
departments/sections.

Table 1

S/N | Section Population
1 Policy makers 32

2 Youths 23

3 Educationalist 21

4 Private Sector 19

5 Judicial Staff 42

5 Total 137

Source: Field work, 2025

Sampling Size Approximation

In determining the sample size since the population of the study is known based on the
2006/2023 projected population of kaduna State 2006 there are 5,278,873 while 2023
7,517,793 (National Bureau for Statistics, 2023 both male and female across all the local
government in Kauna State the sample size of the study for are policy makers, ...... , youth
......... educationalists .............., private sector, ...................., judicial staff, ........
Therefore, the population size for the study are and the target population for the study are 2,
503, 8 thousand respectively.

Table 2: Respondents Socio Demographical Characteristics

Frequency Percentage

Age group

18-24 33 52.0%

25-30 11 17.5%

31-30 19 30.2%

Gender

Male 45 71.4%

Female 18 28.6%

Educational Qualification

Secondary School 15 23.8%

Diploma 9 14.3%

Bachelor’s Degree 30 47.6%

Master’s Degree 9 14.3%

Current Employment Status

Employed (private Sector) 13 20.6%

Employed 11 17.5%

Student 39 61.9%
Source, 2025 Field Work
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The demographic profile of the respondents reveals that the majority (52.0%) fall within the
age bracket of 18-24 years, followed by 30.2% in the 31-35 category, and 17.5% between
25-30 years. This indicates that over half of the individuals surveyed are young adults,
possibly fresh graduates or early-career professionals. The age distribution is essential in
understanding the readiness and adaptability of the population toward cyber intelligence
training. Younger respondents are generally more inclined to embrace digital skills, thus
forming a strategic demographic for national cybersecurity workforce development.

Gender distribution among the respondents shows a significant imbalance: 71.4% male and
28.6% female. This disparity reflects a broader gender gap often observed in technology-
related fields, including cybersecurity. The underrepresentation of females suggests potential
barriers to entry such as limited awareness, societal expectations, or lack of targeted support.
Addressing this imbalance may require gender-inclusive campaigns, scholarships, and
mentorship initiatives to encourage female participation in cyber intelligence careers and
related education. Regarding educational qualifications, nearly half of the respondents
(47.6%) possess a Bachelor's degree, with 23.8% having secondary education, and 14.3% each
holding a diploma or Master's degree. This profile shows that a majority of the target audience
has attained a significant level of education, which is advantageous for absorbing technical
concepts and skills associated with cyber intelligence. The presence of respondents with only
secondary education highlights the need for inclusive training programs that accommodate
both foundational learners and advanced professionals.

In terms of employment status, 61.9% of the participants identified as students, while 20.6%
are employed in the private sector, and 17.5% work in government. The dominance of
students in the sample underscores the importance of integrating cyber intelligence modules
into academic curricula at the tertiary level. For those already in the workforce, particularly in
the private and public sectors, tailored professional development programs and upskilling
initiatives can enhance their contribution to national security through cyber intelligence. The
overall implication of these demographic findings is that any strategic effort to empower youth
in cyber intelligence roles must consider their youthful age, educational capacity, and
employment context. Policy interventions should focus on academic integration, gender
equity, and skills development, with special attention to student populations who represent the
upcoming workforce. Additionally, targeted efforts are needed to bridge the gender divide and
ensure that cyber intelligence initiatives are accessible and attractive to a broader
demographic.

The responses to the question “Are you currently involved in any cybersecurity or cyber intelligence-
related work or study?” indicate that a majority of the respondents (60.3%) are not currently
engaged in such activities, while 39.7% reported some level of involvement. This suggests that
although a significant portion of the population surveyed has exposure to cybersecurity or
cyber intelligence, a larger segment remains unengaged in practical or academic cyber-related
roles. This imbalance highlights a notable gap in active youth participation in cybersecurity
fields, which could be due to limited access, opportunities, or awareness.
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Figure 1: Distribution Respondents Involvement in Cyber Intelligence (field work, 2025)

The relatively low engagement level suggests the need for more inclusive programs, training
opportunities, and entry pathways to stimulate youth interest and involvement in cyber
intelligence. Government institutions like the E-Affidavit Department could play a strategic
role by offering internships, awareness campaigns, or partnership programs that help bridge
this participation gap and prepare the next generation of cybersecurity professionals

Table 3: Respondents Opinion on Capacity of involvement in Cyber Intelligence

Response Frequency Percentage*
ICT/Network support 10 40.0%
Cyber threat monitoring 6 24.0%
Digital forensics 3 12.0%
Software/Database sec. 4 16.0%
Other 2 8.0%

Source: Percentage is based on those involved (n=25) (field work, 2025)

The data presented in Table 3 reflects respondents' opinions on their specific capacities of
involvement in cyber intelligence roles. Among the 25 respondents who indicated they are
involved in cybersecurity or cyber intelligence, the highest proportion (40.0%) reported
engagement in ICT/Network support, followed by Cyber threat monitoring at 24.0%. Other
areas of involvement include Software/Database security (16.0%), Digital forensics (12.0%),
and a small fraction (8.0%) listed other unspecified roles.

This distribution suggests that most youth currently active in cyber intelligence tend to serve in
foundational IT roles, which may reflect the accessibility and demand for basic network and
systems support skills. However, the lower percentages in more specialized areas like digital
forensics and software/database security imply a skills gap or limited opportunities in
advanced cybersecurity functions. This indicates a need for targeted capacity building and
training to diversify youth involvement across all cyber intelligence domains, enabling broader
and deeper contributions to national digital security efforts.
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Table 4: Respondents Opinion on familiarity with the concept of cyber intelligence

Response Frequency Percentage
Very familiar 18 28.6%
Somewhat familiar 30 47.6%
Not familiar 15 23.8%

Source: Field work, 2025

Table 4 presents respondents' opinions on their familiarity with the concept of cyber
intelligence. The majority of participants (47.6%) indicated that they are somewhat familiar
with the concept, while 28.6% reported being very familiar. Meanwhile, 23.8% admitted to
having no familiarity with the term. This distribution shows that while awareness of cyber
intelligence exists among the respondents, a significant portion still lacks a strong
understanding of the field.

The implications of this result highlight the importance of awareness and foundational
education in cybersecurity and cyber intelligence, especially for youth. The relatively low
percentage of those who are "very familiar" suggests that deeper knowledge and engagement
are still developing. Bridging this awareness gap through structured sensitization programs,
seminars, and integration of cyber intelligence topics into educational curricula will be crucial
in fostering a more informed and proactive youth population capable of contributing
meaningfully to national security efforts.

Underutility In Nigeria's cyber intelligence

landscape by Youth
Not Sure,10%

No,13%

uYes
= No
= Not Sure

Yes,78%,

Figure 2: Respondents Opinion on underutilized in Nigeria's cyber intelligence landscape by
youth (field work, 2025).

The data shows that a substantial majority of respondents (77.8%) believe that youth are
currently underutilized in Nigeria's cyber intelligence landscape, while only 12.7% disagreed
with this view. This overwhelming consensus underscores a shared perception that young
people are not being adequately engaged or integrated into national cybersecurity efforts,
despite their digital literacy and potential to contribute meaningfully in this area.
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Summary

This study was undertaken to examine the current state of youth involvement in cyber
intelligence roles within Nigeria, using the E-Affidavit Department of the Federal High Court,
Kaduna as a case study. It addressed the critical need for integrating young people into the
national cybersecurity framework, especially given the country's growing dependence on
digital governance. The research explored youth awareness, perceived opportunities, technical
readiness, and the effectiveness of institutional policies and programs. By using a mixed-
method approach involving structured questionnaires and interviews with selected
respondents, the study provided empirical evidence on how youth can be better empowered to
contribute meaningfully to national cyber intelligence operations.

The analysis of demographic data showed that most respondents were young, educated, and
either students or early-career professionals, indicating a strong foundational potential for
cyber intelligence training. However, despite their digital exposure, a majority of respondents
were not yet involved in formal cyber intelligence roles. Those who were involved mostly
operated in basic IT functions, such as network support and threat monitoring, while fewer
participated in more advanced cybersecurity domains like digital forensics. Respondents
generally expressed moderate familiarity with cyber intelligence concepts and strongly agreed
that youth are currently underutilized in Nigeria's cybersecurity landscape. This underscored a
significant disconnect between the potential of Nigerian youth and their actual participation
in digital national security efforts.

In relation to institutional support, respondents recognized the E-Affidavit Department as a
digitally active agency but emphasized the urgent need to strengthen its cybersecurity
framework through youth engagement. Internship programs, direct employment, and
educational pathways were identified as the most effective methods for involving youth.
Findings on skill requirements revealed that a combination of technical and soft skills is vital
for effective youth participation in cyber intelligence. The study also highlighted several
barriers, including lack of awareness, high cost of training, and unclear career paths, that
hinder youth involvement. Consequently, respondents recommended inclusive policy actions
such as government-sponsored training, curriculum reforms, and stronger collaboration
between public institutions and private tech firms. These strategies were seen as crucial for
bridging the existing gaps and fostering a robust pipeline of young cybersecurity professionals.

Conclusion

The findings of this study affirm that youth are a vital but underutilized asset in Nigeria's cyber
intelligence and national security ecosystem. Despite being digitally inclined and
educationally qualified, many young people remain on the periphery of structured
cybersecurity roles, particularly within government institutions like the E-Affidavit
Department. Their limited involvement is not due to lack of interest or capability but rather a
result of systemic challenges, including insufficient training opportunities, lack of clear career
pathways, and inadequate institutional support. The study demonstrates that there is both the
willingness and potential among youth to contribute meaningfully to cybersecurity operations
if given the right platforms and support structures.
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Furthermore, the research reveals a strong public awareness of the need to reinforce the
cybersecurity capacities of digital departments such as the E-Affidavit unit. Respondents
clearly recognize the role that such legal and administrative bodies play in digital governance
and the need to safeguard these systems through dedicated cyber intelligence personnel. The
high level of agreement on the value of youth contributions, through internships,
employment, and academic engagement, shows that integrating young professionals into
cybersecurity frameworks is not only feasible but also urgently necessary. In conclusion,
closing the gap between youth potential and institutional readiness will require targeted
interventions at multiple levels, policy, education, and practice. The responsibility lies not only
with the government but also with educational institutions, private tech companies, and public
agencies like the E-Affidavit Department. By investing in comprehensive training, creating
inclusive policies, and fostering inter-sectoral collaboration, Nigeria can build a resilient,
youth-driven cyber intelligence capacity that supports both digital governance and national
security.

Recommendations

Based on the findings of this study, it is recommended that the Nigerian government and
relevant institutions prioritize the development and implementation of comprehensive
cybersecurity training programs specifically targeting youth. These programs should be
government-sponsored and widely accessible to equip young people with both foundational
and advanced cyber intelligence skills, including digital forensics and threat analysis.
Additionally, integrating cyber intelligence education into the curricula of universities and
technical colleges will build early awareness and technical competence among students,
preparing them for meaningful participation in national cybersecurity efforts. Formalizing
internship and apprenticeship opportunities through partnerships between government
agencies like the E-Affidavit Department and private tech firms will also provide critical
hands-on experience and clear career pathways for youth entering the cyber intelligence field.
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